(12) INTERNATIONAL APPLICATION PUBLISHED UNDER THE PATENT COOPERATION TREATY (PCT) 



(19) World Intellectual Property Organization 
International Bureau 




(43) International Publication Date (10) International Publication INumber 

10 May 2001 (10.05,2001) pCT WO 01/33805 A2 



(51) International Patent Classification^: H04L 29/06. 
12/56 

(21) International AppUcation Number: PCT/USOO/29912 

(22) International Filing Date: 30 October 2000 (30.10.2000) 

(25) Filing Language: English 

(26) Publication Language: English 



(30) Priority Data: 
09/432^06 



2 November 1999 (02. 1 1 . 1999) US 



(71) Applicant: SUN MICROSYSTEMS, INC. [US/US]; 
901 San Antonio Road, M/S UPALOl-521, Palo Alto, CA 
94303 (US). 

(72) Inventors: SCHUBA, Christoph; 473 Hope Street #1, 
Mountain View, CA 94041 (US). ROM, Raphael; 848 
North Compton Drive, Palo Alto, CA 94022 (US). CIDON, 



Israel; 10203 Parkwood Drive, Apt. 2, Cupertino, CA 
95014 (US). GUPTA, Amit; 2000 Wahiut Avenue, Apt. 
5207, Fremont, CA 94538 (US). 

(74) Agents: HECKER, Gary, A. et al.; The Hecker Law 
Group, Suite 2300, 1925 Century Park East, Los Angeles, 
CA 90067 (US). 

(81) Designated States (national): AE, AG, AL, AM, AT, AU, 
AZ, BA, BB, BG, BR, BY, BZ, CA, CH, CN, CR, CU, CZ, 
DE, DK, DM, DZ, EE, ES, FI, GB, GD, GE, GH, GM, HR, 
HU, ID, IL, IN, IS, JP, KE, KG, KP, KR, BvZ, LC, LK, LR, 
LS, LT, LU, LV, MA, MD, MG, MK, MN, MW, MX, MZ, 
NO, NZ, PL, PT, RO, RU, SD, SE, SG, SI, SK, SL, TJ, TM, 
TR, TT, TZ, UA, UG, UZ, VN, YU, ZA, ZW. 

(84) Designated States (regional): ARIPO patent (GH, GM, 
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZW), Eurasian 
patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM), European 
patent (AT, BE, CH, CY, DE, DK, ES, H, FR, GB, GR, IE, 

[Continued on next page] 



(54) Title: METHOD AND APPARATUS FOR DETERMINING APPROXIMATE NETWORK DISTANCES USING REFER- 
ENCE LOCATIONS 







^S3-N2 





< 



o 



(57) Abstract: The invention is a 
method and apparatus for determining 
an approximate network distance 
using one or more reference points. 
In accordance with an embodiment 
of the invention, the method comprises 
the steps of selecting at least one 
reference point positioned along a 
path between first and second points 
of a network, generating first distance 
metric information associated with at 
least one path associating a first point 
and the at least one reference point, 
generating second distance metric 
information associated with at least 
one path associating a second point 
and the at least one reference point, 
and determining a total approximate 
distance between the first point and the 
second point along one or more paths 
based on the first and second distance 
metric information. In one or more 
embodiments, the second distance 
metric information is published to 
one or more servers providing domain 
name server mapping information and 
the second distance metric information 
is provided to the first point along with 
requested mapping information. In one or more embodiments, total approximate distance information between a client and multiple 
servers providing a desired service is determined and a server associated with a shortest total approximate distance is selected fi"om 
wliich to obtain the service. 
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METHOD AND APPARATUS FOR DETERMINING APPROXIMATE 
NETWORK DISTANCES USING REFERENCE LOCATIONS 



BACKGROUND OF THE INVENTION 
5 1. FIELD OF THE INVENTION 

This invention relates to a method and apparatus for determining 
approximate network distances using one or more network reference locations 
or points. 



10 2. BACKGROUND ART 

Computer systems sometimes rely on a server computer system to 
provide information to requesting computers on a network. When there are a 
large number of requesting computers, it may be necessary to have more than 
one server computer system to handle the requests. In prior art systems, there 

15 is a problem in efficiently directing requests to the correct server in a multiple 
server system. 



One area where this has been a problem is on the Internet. The problem 
can be better understood by reviewing the structure and operation of the 
20 Internet. 



The Internet 

The Internet is a worldwide network of interconnected computers. An 
Internet client accesses a computer on the network via an Internet provider. An 
25 Internet provider is an organization that provides a client (e.g., an individual or 
another organization) with access to the Internet (via analog telephone line or 
Integrated Services Digital Network line, for example). A client can, for example. 
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read information from, download a file from or send an electronic mail message 
to another computer/client using the Internet. 



a 

les a 



To retrieve a file or service on the haternet, a client must search for the file 
or service, make a connection to the computer on which the file or service is 
stored, and download the file or service. Each of these steps may involve a 
separate application and access multiple, dissimilar computer systems. The 
World Wide Web (WWW) was developed to provide a simpler, more uniform 
means for accessing information on the Internet. 

The components of the WWW include browser software, network links, 
servers, and WWW protocols. The browser software, or browser, is a user- 
friendly interface (i.e., fi:ont-end) that simplifies access to the Internet. A 
browser allows a client to communicate a request without having to learn 
complicated command syntax, for example. A browser typically provide 
graphical user interface (GUI) for displaying information and receiving input. 
Examples of browsers currently available include Mosaic, Netscape Navigator 
and Communicator, Microsoft Internet Explorer, and Cello. 

Information servers maintain the information on the WWW and are 
capable of processing a client request. The Hypertext Transfer Protocol (HTTP) 
is the standard protocol for communication with an information server on the 
WWW. HTTP has communication methods that allow clients to request data 
from a server and send information to the server. 

To submit a request, tite client contacts the HTTP server and ti-ansmits tiie 
request to the HTTP server. The request contains the communication method 
requested for the transaction (e.g., GET an object from the server or POST data 
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to an object on the server). The HTTP server responds to the client by sending a 
status of the request and the requested information. The connection is then 
terminated between the client and the HTTP server. 

A client request thus consists of establishing a connection between the 
client and the HTTP server, performing the request, and terminating the 
connection. The HTTP server does not retain any information about the request 
after the connection has been terminated. HTTP is, therefore, a stateless 
protocol. That is, a client can make several requests of an HTTP server, but each 
individual request is tireated independentiy of any other request. The server has 
no recollection of any previous request. 

An addressing scheme is employed to identify Internet resources (e.g., 
HTTP server, file or program). Identifiers used in this addressing scheme are 
called Uniform Resource Locators (URL). A URL may contain one or more of 
the protocol to use when accessing the server (e.g., HTTP), the Internet domain 
name of the site on which the server is running, the port number of the server, 
and the location for the resource in the file system of the i 



server. 



The WWW uses a concept known as hypertext. Hypertext provides the 
ability to create links within a document to move directiy to other information. 
To activate the link, it is only necessary to click on the hypertext link (e.g., a 
word, phrase or an image). The hypertext link can be information stored on a 
different site than the one identifying tiie location for the additional information. 
When the link is activated, the client's browser uses the link to access the data at 
the site specified in the URL. 
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An HTTP server also has the ability to delegate work to gateway 
programs. The Common Gateway Interface (CGI) specification defines a 
mecharusm by which HTTP servers communicate with gateway programs. A 
gateway program is referenced using a URL. The HTTP server activates the 
5 program specified in the URL and uses CGI mechanisms to pass program data 
sent by the client to the gateway program. Data is passed from the server to the 
gateway program via command-line arguments, standard input, or 
environmental variables. The gateway program processes the data and returns 
its response to the server using CGI (via standard input, for example). The 
10 server forwards the data to the client using the HTTP. 

Domain Mame Server 

A computer user navigates the Internet or web from a browser on a 
computer system. To access a web site, the user enters a URL containing the 

15 host name of the web site into the browser. This can be accomplished by 
clicking on a link, by activating a tool bar button, or by manually entering a 
name or address into a location field. The URL that is entered is not the actual 
Internet Protocol (IP) address of the intended web server. The achial IP address 
is a string of numbers that uniquely locate the web server that provides the web 

20 site data. A worldwide distributed database system, called the "Domain Name 
System" (DNS) provides the mapping between server names and the associated 
IP addresses. 

Client application software, such as a web browser, typically uses a local 
25 library, called the "DNS resolver" to obtain the translation from server name to 
IP address. The resolver in turn contacts a predetermined local DNS server to 
obtain the translation. DNS servers can maintain caches of previously resolved 
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names. More specifically, name resolution processes typically require two hosts 
on the client side. Consider a user working on "asha.eng.sim.com" that wants to 
get the address of "www.uspto.gov". The client browser will communicate with 
a local resolver (a library attached to the browser process itself, in the current 
example running on asha.eng.sun.com). The local resolver will go to one of a 
relatively small number of local name servers, e.g. "ns.xyz.com". Here 
ns.xyz.com is called the client side name server. The client side name server will 
communicate with the outside world to determine the IP address of 
www.uspto.gov, and forward this information to the resolver that is part of the 
browser process. 

DNS comprises a global network of servers that translate host names into 
Internet Protocol or IP addresses and provides IP addresses to name mapping as 
well. 

Once the IP address is known, the browser communicates with the web 
server at that address to retrieve the requested web page or other information. 

DNS Server Problems 

An Internet server is typically limited in the number of clients it can 
efficiently service at any one time. However, the owner of an Internet site does 
not want users to be denied access to their Internet site. The Internet site owners 
desire all attempted accesses to be successful, especially the popular ones. 

To provide such service, some companies have implemented systems that 
allow multiple Internet servers to service requests for a single Internet site. If 
there are two servers, it would be expected that each server would service 
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approximately half of the client requests to the supported Internet site. This 
concept is known as "distributed servers", and specifically in this case "distributed 
Internet servers." 

5 There are a number schemes for implementing the distributed Internet 

server. The schemes involve the manner in which requests to the Internet site 
address are routed to the multiple servers. One such scheme is called DNS 
shuffle address or "round-robin." In this scheme, as each request comes to the 
Internet site address, the servers that respond are rotated in some order. If 

10 there are three servers in the distributed system, then any one of the servers 
handles approximately every third request. This scheme has a disadvantage of 
ignoring load balancing considerations and traffic localization considerations. 

Another scheme uses a freely available script call "Ibnamed" that provides 
15 a DNS server with the ability to return a different IP address for every client 

request received for a Internet site host address. The returned IP address can be 
made to depend on server load as well as availability of local Internet servers, 
but ignores the relative distance between clients and the available servers. 

20 Another known approach is called "smart clients." The smart client 

approach is an architecture for web traffic client-server communication that 
allows for a dynamic server choice based on load and availability. The approach 
allows for the user of multiple server machines to achieve scalable performance 
for load balancing, for fault transparency, and backwards compatibility with the 

25 existing addressing scheme (URLs). The architecture requires client web 

browsers to execute downloadable, server specific code. This code is divided 
into a GUI thread and director thread. Server choice, load balancing, and fault 



wo 01/33805 



7 



PCT/USOO/29912 



transparency are encapsulated by the director thread. A disadvantage of this 
scheme is that it requires cooperation of requesting clients. It imposes extensive 
overhead on single web page retrieval and traversal to new sites. 

a 5 Another scheme which has been proposed is called SONAR. SONAR is a 

service arranged to provide information to an application which the application 
can use to make a good choice about which of a variety of resources to access or 
utilize. The SONAR service does not specify use of any particular means of 
estimating network proximity. Instead, the SONAR service assumes that the 
10 best means of estimating network proximity will change over time and from 
network to network. In addition, information provided by one SONAR service 
server though not be compared to the information provided by another server, 
since different SONAR servers providing the service information may employ 
different proximity information. 

15 
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SUMMARY OF THE INVENTION 
The invention is a metliod and apparatus for determining the 
approximate distance between a first point and a second point of a network 
using one or more reference points. 

5 

In accordance with one embodiment of the invention, the method 
comprises the steps of selecting at least one reference point frome nodes of the 
network, obtaining first distance metric information associated with at least one 
path associating the first point and the at least one reference point, obtaining 
10 second distance metric information associated with at least one path associating 
the second point and the at least one reference point, and determining a total 
approximate distance for at least one path associating the first point and the 
second point based on the first and second distance metric information. 

15 In accordance with one embodiment of the method the first point 

comprises a client, each second point comprises a server, and the one or more 
reference points comprise other nodes of the network. 

In one or more embodiments, the second distance metric information is 
20 published to one or more servers providing domain name mapping information 
and the second distance metric information is provided to the client (or second 
point) along with requested domain name mapping information. 

In accordance with one embodiment of the invention, sets of total 
25 approximate distance information are generated which are associated with 
network distances between a client and at least two servers, and an optimal 
server is identified by ranking the sets of generated total distance information. 
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In one or more embodiments, computer hardware and /or software is 
arranged to perform the method of the invention. 

5 Further objects, features and advantages of the invention will become 

apparent from the detailed description of the drawings which follows, when 
considered with the attached figures. 
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BRIEF DESCRIPTION OF THE DRAWINGS 
FIGURE 1 is a diagram of a network comprising a variety of nodes N 
intermediate several servers S1-S3 and clients C1-C4; 

FIGURE 2 is a flowchart illustrating one embodiment of a method of the 
invention; 

FIGURE 2(a) is a flowchart illustrating in greater detail one embodiment 
of steps for accomplishing a step of the method illustrated in Figure 2; 

FIGURE 3 is a block diagram of one embodiment of a computer system 
capable of providing a suitable execution environment for an embodiment of the 
invention; and 

FIGURE 4 is a block diagram of illustrating an embodiment of the 
invention where distance generators are associated with a client and a server of a 
network. 
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DETAILED DESCRIPTION OF THE INVENTION 
The invention is a method and apparatus for determining approximate 
network distances using reference points. In the following description, 
numerous specific details are set forth in order to provide a more thorough 
5 description of the present invention. It will be apparent however, to one skilled 
in the art, that the present invention may be practiced without these specific 
details. In other instances, well-known features have not been described in detail 
so as not to obscure the invention. 

10 Portions of the disclosure of this patent document may contain material 

that is subject to copyright protection. The copyright owner has no objection to 
the facsimile reproduction by anyone of the patent document or the patent 
disclosure as it appears in the Patent and Trademark Office file or records, but 
otherwise reserves all copyright rights whatsoever. Sun, Sun Microsystems, and 

15 Java are trademarks or registered trademarks of Sun Microsystems, Inc. in the 
United States and other countries. All SPARC trademarks are used under license 
and are trademarks or registered trademarks of SPARC International in the 
United States and other countries. Products bearing SPARC trademarks are 
based upon an architecture developed by Sun Microsystems, Inc. 

20 

Method for Determining Approximate Network Distances 

One or more embodiments of the invention comprise a method for 
determining approximate distance information associated with a network using 
one or more reference locations. In one or more embodiments, the method 
25 may be utilized to determine distance information associated with a distance 
from a client to one or more servers offering a particular application or data 
which the client desires. 
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As used herein, the term "distance" is intended to mean more than 
geographic distance, such as one or more of a variety of metrics or variables 
affecting transfer or movement of information over the network, such as those 
5 metrics or variables affecting the ability of the client to obtain or access desired 
information, applications or data. These metrics may include, but are not limited 
to, the geographic distance in three-dimensional space, the number of hops 
between two points, delay, bandwidth, link speed, server capacity, congestion 
tendency and server operation quality. The terms "to" "from" and "between" as 

10 they relate to "distance" are generally meant to refer to the one or more above- 
described metrics or variables, and are not intended to imply direction or that 
factors associated with the end points are not to be considered. The term 
"between" also includes arrangements where element(s) are not geographically 
between intermediate other elements. It should be understood that a first point 

15 may be "between" two points in that it lies along a path through a network, 
although the point may not be geographically between the other points. The 
terms "between," "associated with," "associating" and similar terms as used herein 
(ex. the distance between the client and server or of a path associating two 
points) generally include factors associated with the end points. As described in 

20 more detail below, "distance" may be determined by a selection of one or more 
than one metric. In one or more embodiments, "distance" may be determined 
as a composite function of several metrics. In such a function, one or more 
metrics may be given different weighting factors. 

25 The term "approximate distance" is used herein since generally the 

generated distance information is not true or exact. It should be appreciated. 
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however, that in one or more instances the generated distance information may 
comprise exact distance information. 

An embodiment of the method of the invention v^ill be described with 
5 reference to Figure 1. As illustrated therein, a network includes one or more 
nodes N. One or more clients C are associated with the network. The clients C 
may be directly or indirectly connected to one or more nodes N of the network, 
or the clients C may selectively connect to one or more nodes N of the network. 
For example, the client C may comprise a computer which is hardwired to 
10 another portion of the network, or may connect to the network with a computer 
via a telephone line. Integrated Services Digital Network line, or wireless 
connection. By the term cUent, it is meant some device, entity or element which 
is capable of seeking information, data or elements from a source remote 
therefrom. 

15 

One or more servers S are also associated with the network. The servers 
S may be connected directly or indirectly (such as through one or more other 
nodes) to one or more nodes N of the network. Like a client C, a server S may 
be connected to the network by hardwiring, telephone line, a wireless 
20 connection, or the like, as is well known to those of skill in the art. By server S it 
is meant some device, entity or thing which is capable of providing information, 
data or elements upon request or prompt. 

The nodes N may be connected in a variety of manners, such as 
25 hardwiring. A node N may comprise a router, switch or the like. 



wo 01/33805 PCT/USOO/29912 

14 



The term network as used herein is intended to include the Internet, as 
described in detail above, wide or local area networks (WANs or LANs) or any 
other arrangement where at least two elements are connected to or in 
communication with one another. While the invention is described with specific 
5 reference to the determination distance information associated with the network 
distance between a client C and server S, the invention may be used to 
determine distance information associated with a distance between a variety of 
points on or associated with the network. 

10 In one embodiment of the invention, the method may be used to 

determine the approximate "distance" between a first point such as a client C and 
one or more second points such as servers S. This method will be described in 
detail with reference first to Figure 2. As indicated therein, in a first step S20 one 
or more nodes N associated with the network are selected. The nodes may be 

15 selected based on a variety of criteria. In accordance with one embodiment of 
the invention, a set of nodes N are selected which represent a set of nodes 
through which a substantial amount of all routed traffic or information flows. Of 
course, the selected set of nodes N may change over time dependent on changes 
in the network and the routing of traffic or information therethrough. As 

20 described in detail below, though these selected nodes N may comprise nodes 
used for determining approximate distance information, it is not necessary for 
information /requests and other data to actually be routed through those nodes. 
In general, the selected nodes N are simply selected as reference points in the 
network for use in an approximate distance determination. 

25 

In the embodiment illustrated in Figure 1, nodes Nl, N2 and N3 represent 
the set of selected nodes N. 
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In a step S22, distance metric information associated with the network 
distance between the server(s) and node(s) and client and node(s) is obtained. 
Referring to Figure 2(a), in one or more embodiments, this step S22 includes the 
5 step S24 of determining or generating the distance from one or more servers S 
to one or all of the nodes of the selected node set. In one or more embodiments 
of the invention, this distance is determined by generating distance metric 
information or data associated with each server S offering a desired service and 
one or more paths from the server S through the network to the selected 
10 node(s). A variety of apparatus and methods well known in the art are 
contemplated for use in determining this distance. 

In the embodiment illustrated in Figure 1, the result of this step S24 is the 
generation of distance metric information associated with the network distance 

15 between server SI and each of nodes Nl, N2 and N3; distance information 

associated with the network distance between server S2 and each of nodes Nl, 
N2 and N3; and distance metric information associated with the distance 
between server S3 and each of nodes Nl, N2 and N3. (i.e. distance metrics are 
determined associated with a path having end points of a server (SI, 82 etc.) and 

20 a node (Nl, N2 etc.)). 

In one or more embodiments, the distance information which is 
generated comprises information regarding the approximate distance between 
each server S and each node N along each possible path, both forward and 
25 reverse. For example, distance information associated with server SI and node 
Nl may include DSl-Nl (direct path, forward), DS1-N2-N1 (path through node 
N2) and DNl-Sl (direct path, reverse direction). It is desirable to provide 
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distance information for each path in both directions, as such distances may be 
asymmetric. 

For simplicity, in many instances herein a path is described as passing 
5 through a single node. It is desirable, however, to consider/ select paths that 
may pass through a large number of nodes (whether considering server-to-node 
or client-to-node distances). It may be that a path leading from a server to a 
selected node that passes through ten (10) intervening nodes is "shorter'' when 
considering the specific distance criteria desired, than a path that passes through 
10 only six (6) intervening nodes. As such, it is desirable to consider variation in 
paths through nodes arriving or starting at the selected nodes. 

* In a step S25, the information determined in step S24 is transmitted to or 
obtained by the client. In one embodiment, the information which is generated 

15 in step S24 is "published" to one or more locations for access by one or more 

clients C. In one or more embodiments, the server-to-node distance information 
is published to one or more DNS servers. In this manner, when the client C 
requests access to a particular location or site, a DNS server provides translated 
domain name or "mapping" information (as described in the Background of the 

20 Invention section of the application, above). Simultaneously, the server-to-node 
information is provided with this DNS mapping information. In this 
arrangement, the server-to-node distance information for the distance between 
many servers and nodes may be published to DNS servers for availability to 
clients. In one or more embodiments, the server-to-node distance information 

25 may be provided in a variety of other arrangements. For example, the server- 
to-node distance information may be directly transmitted to a client C upon 
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specific request. This information may be provided over a dedicated or separate 
line. 

Referring still to Figure 2(a) in a step S26, the distance between a 
5 particular client C and one or more nodes of the selected node set is determined, 
(i.e. a distance is determined which is associated with a path having end points of 
a client C and one or more nodes.) Again, this distance is represented by 
generated distance metric information or data for one or more paths between 
the client C and the one or more selected nodes. As above, a variety of 
10 apparatus and methods are contemplated for use in determining this distance 
information. 

When applied to the arrangement illustrated in Figure 1, the result of this 
step S26 is the generation of distance metric information associated with the 
15 network distance between client CI and each of nodes Nl, N2 and N3. As 
provided above, in one or more embodiments, the distance information 
provided includes distance information for each possible path, both in the 
forward and reverse directions. 

20 The distance information which is generated in steps S24 and S26 may be 

generated in parallel, or at separate times. For example, as described in more 
detail below, server-to-node distance information may be generated 
continuously and published on the network. A client C may generate client-to- 
node information only when necessary. On the other hand, both sets of 

25 information may be developed at the same time. 
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10 



In the arrangement, where the server-to-node information is published 
with DNS information, the client-to-node and server-to-node distance 
information can be provided or determined in parallel, shortening the time 
necessary for obtaining this information. In addition, in the above-described 
arrangement, the client C does not need to find the service which calculates the 
server-to-node distance information. A variety of services which calculate these 
distances instead publish the distance information to regularly accessed DNS 
servers and then provide it with other information which must be transmitted to 
the client C. 



Referring again to Figure 2, in step S22, in one or more embodiments, the 
cHent C may obtain the information generated in steps 24 and 26. For example, 
the client C may have generated the distance information in step S26 and the 
information generated in step S24 may be sent to the client C. In one or more 
15 other embodiments, the information generated in steps S24 and S26 is obtained 
by a fourth party, such as an independent entity apart from the client C. 

Still referring to Figure 2, after the distance information is obtained in a 
step S28, the total approximate distance from the client C to each server S (or 

20 one or more of servers S providing a desired service) is determined. This may 
be accomplished in a number of ways. First, when like distance metric 
information is generated corresponding to the server-to-node and client-to-node 
distances (which as stated above may comprise data for a number of different 
paths), the information may be summed. For example, if the distance metric 

25 information associated with the server to node distance was "distance is 10 hops" 
and the distance metric information associated with the client to node distance as 
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"distance is 6 hops," then the upper bound on the total distance may be 
represented by the summed distance metric information, or at most "16 hops." 

In other embodiments, the total distance may comprise weighted 
5 averages, multiplied values, a minimum or maximum value, or any other 
scheme desired for generating total distance information from the individual 
distance information. 

Referring to Figure 2, an upper bound for the total distance from client CI 
to server SI through the various nodes N1-N3 may be determined. For 
10 example, this information may comprise use of the DSl-Nl and DCl-Nl distance 
information for a node Nl path, DS1-N2 and DC1-N2 for a node N2 path, and 
the like. 

Once the total distance from the client C to each server S via each of what 
15 may be a numbers of path options is determined, the distance information may 

be evaluated based on a variety of criteria. For example, the distances may be 
"ranked." As one example, in a step S30, the client C selects or accesses the 
server S associated with the shortest or optimal total distance determined in step 
S28. 

20 

Again, a wide variety of criteria may be used to rank or otherwise 
manipulate the total distance information. In the above-reference example, the 
method provides a client with information regarding which server among a 
group of servers provides a desired service most effectively. Of course, a client 
25 may decide what factors or metrics associated with the total distance information 
yield this server choice. For example, a client may decide that the server which is 
accessible with the least number of hops is the server to choose, while another 
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client may decide that the server of choice is that which is located closest 
geographically. The choice may be based on weighting the total distance 
information or the like as well. 

5 Once provided with the total distance information and having selected a 

server, the client may request information, data or the like from that server 
through the network. 

As one aspect of the invention, it is not necessary for the client C to amass 
10 all of the distance information and make the determination of the shortest 

distance. For example, the distance information may be sent to a fourth party 
and that fourth party may determine and prioritize the distances. This fourth 
party may then inform the client C of the server which should be selected. 

15 It is also noted that in the distance computation, cooperation of the many 

selected nodes N may occur, but is not necessary. 

In one embodiment, the information or data which is ultimately routed to 
and from the selected server is arranged to pass through the one or more nodes 

20 which were used as the reference nodes for the distance calculation. In one or 
more other embodiments, the routing information is generated apart from the 
distance information and the path of information routed to and from the server 
passes through the network unrestricted by the selection of particular nodes for 
which the distance calculation was based. For example, the transmitted 

25 information may be routed along a different path where the distance was 
calculated based on server bandwidth, etc. 
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The method of the invention is useful in providing information which 
permits a client to choose the most or at least a more efficiently obtainable 
resource, such as a server. At the same time, this may be accomplished without 
the client's involvement (meaning that the operator of a computer or the like 
5 does not need to take any specific action , but that the method may be 
implemented "hidden from" the actual user). 

Embodiment of Computer Execution Environment (Hardware") 

An embodiment of the invention can be implemented as computer 

10 software in the form of computer readable code executed on a general purpose 
computer such as computer 100 illustrated in Figure 3, or in the form of 
bytecode class files executable within a runtime environment (such as, e.g., a 
Java'^'^ runtime environment) running on such a computer, or in the form of 
bytecodes running on a processor (or devices enabled to process bytecodes) 

15 existing in a distributed environment (e.g., one or more processors on a 

network). A keyboard 110 and mouse 111 are coupled to a system bus 118. The 
keyboard and mouse are for introducing user input to the computer system and 
communicating that user input to processor 113. Other suitable input devices 
may be used in addition to, or in place of, the mouse 111 and keyboard 110. I/O 

20 (input /output) unit 119 coupled to system bus 118 represents such 1/ O elements 
as a printer, A/V (audio/ video) I/O, etc. 

Computer 100 includes a video memory 114, main memory 115 and mass 
storage 112, all coupled to system bus 118 along with keyboard 110, mouse 111 
25 and processor 113. The mass storage 112 may include both fixed and removable 
media, such as magnetic, optical or magnetic optical storage systems or any 
other available mass storage technology. Bus 118 may contain, for example. 
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thirty-two address lines for addressing video memory 114 or main memory 115. 
The system bus 118 also includes, for example, a 64-'bit data bus for transferring 
data between and among the components, such as processor 113, main memory 
115, video memory 114 and mass storage 112. Alternatively, multiplex 
5 data/ address lines may be used instead of separate data and address lines. 

In one embodiment of the invention, the processor 113 is a 
microprocessor manufactured by Sun Microsystems, Inc., such as the SPARC» 
microprocessor, or a microprocessor manufactured by Motorola, such as the 

10 680X0 processor, or a microprocessor manufactured by Intel, such as the 80X86, 
or Pentium processor. However, any other suitable microprocessor or 
microcomputer may be utilized. Main memory 115 is comprised of dynamic 
random access memory (DRAM). Video memory 114 is a dual-ported video 
random access memory. One port of the video memory 114 is coupled to video 

15 amplifier 116. The video amplifier 116 is used to drive the cathode ray tube 

(CRT) raster monitor 117. Video amplifier 116 is well known in the art and may 
be implemented by any suitable apparatus. This circuitry converts pixel data 
stored in video memory 114 to a raster signal suitable for use by monitor 117. 
Monitor 117 is a type of monitor suitable for displaying graphic images. 

20 

Computer 100 may also include a commimication interface 120 coupled to 
bus 118. Communication interface 120 provides a two-way data communication 
coupling via a network link 121 to a local network 122. For example, if 
communication interface 120 is an integrated services digital network (ISDN) 
25 card or a modem, communication interface 120 provides a data communication 
connection to the corresponding type of telephone line, which comprises part of 
network link 121. If communication interface 120 is a local area network (LAN) 
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card, communication interface 120 provides a data communication connection 
via network link 121 to a compatible LAN. Wireless links are also possible. In 
any such implementation, communication interface 120 sends and receives 
electrical, electromagnetic or optical signals which carry digital data streams 
5 representing various types of information. 

Network link 121 typically provides data communication through one or 
more networks to other data devices. For example, network link 121 may 
provide a cormection through local network 122 to local server computer 123 or 

10 to data equipment operated by an Internet Service Provider (ISP) 124. ISP 124 in 
turn provides data communication services through the world wide packet data 
communication network now commonly referred to as the "Internet" 125. Local 
network 122 and Internet 125 both use electrical, electromagnetic or optical 
signals which carry digital data streams. The signals through the various 

15 networks and the signals on network link 121 and through commimication 
interface 120, which carry the digital data to and from computer 100, are 
exemplary forms of carrier waves transporting the information. 

Computer 100 can send messages and receive data, including program 
20 code, through the network(s), network link 121, and communication interface 
120. In the Internet example, remote server computer 126 might transmit a 
requested code for an application program through Internet 125, ISP 124, local 
network 122 and communication interface 120. 

25 The received code may be executed by processor 113 as it is received, 

and /or stored in mass storage 112, or other non-volatile storage for later 
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execution. In this manner, computer 100 may obtain application code in the 
form of a carrier wave. 

Application code may be embodied in any form of computer program 
5 product. A computer program product comprises a medium configured to store 
or transport computer readable code, or in which computer readable code may 
be embedded. Some examples of computer program products are CD-ROM 
disks, ROM cards, floppy disks, magnetic tapes, computer hard drives, servers 
on a network, and carrier waves. 

10 

The computer systems described above are for purposes of example only. 
An embodiment of the invention may be implemented in any type of computer 
system or programming or processing environment, 

15 Figure 4 illustrates an arrangement wherein a client computer 100 is 

connected to a server S through a network NW comprising one or more nodes 
N. In an embodiment of the invention, a client-to-node distance generator 150 is 
associated with the client's computer 100. The client-to-node distance generator 
150 is arranged to generate client computer 100 to node N distance data, as in 

20 step S24 of the method illustrated in Figure 2. 

A server-to-node distance generator 152 is associated with the server S. 
The server-to-node distance generator 152 is arranged to generate server S to 
node N distance data, as in step S22 of the method illustrated in Figure 2. 

25 

The client computer 100 may be arranged to compile the distance 
information generated by the client to node distance generator 150 and server to 
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node distance generator 152, as in steps 28 and 30 of the method illustrated in 
Figure 2. 

The client-to-node and server-to-node distance generators 150,152 may 
comprise software or hardware located at the client computer 100 or server S, 
respectively, or may comprise a remote "service" which provides and/or 
communicates the distance information to the client computer 100. 

In this arrangement, before the client requests a particular application 
service, the client computer 100 calculates which server S to use by obtaining 
information from the client-to-node distance generator 150 and the server-to- 
node distance generators 152. 

As will be appreciated by those of skill in the art, there is a wide variety 
of configurations for hardware and software for accomplishing the method of 
the invention other than that described above. 

The foregoing description is that of example embodiments of the 
invention, and various changes and modifications may be made without 
departing from the spirit and scope of the invention, as defined by the claims. 
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CLAIMS 

What is claimed is: 

1. A method of determining an approximate network distance 
between a first point and a second point of a network having one or more 
5 nodes, comprising the steps of: 

selecting at least one reference point from said nodes of said network; 

obtaining first distance metric information associated with at least one 
path associating a first point and said at least one reference point; 

obtaining second distance metric information associated with at least one 
10 path associating a second point and said at least one reference point; and 

determining a total approximate distance associated with at least one path 
associating said first point and said second point based on said first and second 
distance metric information. 

15 2, The method in accordance with Claim 1 wherein said at least one 

path associating a first point and said at least one reference point passes through 
a number of nodes of said network, 

3, The method in accordance with Claim 1 wherein said at least one 
20 path associating a second point and said at least one reference point passes 

through a number of nodes of said network, 

4. The method in accordance with Claim 1 wherein said first point 
comprises a client and said second point comprises a server. 

25 
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5, The method in accordance with Claim 1 including at least one third 
point of said network and including the steps of obtaining a third distance metric 
information associated with at least one path associating said at least one third 
point and said at least one reference point network distance and determining a 

5 total approximate distance information associated with a path associating said 
first point and said third point. 

6. The method in accordance with Claim 5 wherein said second and 
said at least one third point comprises a server and said first point comprises a 

10 client. 



7. The method in accordance with Claim 1 including the step of 
transmitting said second distance metric information to said first point. 

15 8. The method in accordance with Claim 1 wherein there are at least 

two second points, said method including the steps of obtaining second distance 
metric information associated with at least one path associating each second 
point and said at least one reference point, determining a total approximate 
distance associated with at least one path associating said first point and each 

20 second point based on said first and second distance metric information, and 
including the step of selecting a closest second point by selecting a path to a 
second point having a shortest total approximate distance. 

9. The method in accordance with Claim 8 wherein said shortest total 
25 approximate distance is selected from a group consisting of one or more of: a 
total approximate distance having a shortest number of hops, a shortest delay, a 
maximum bandwidth and a maximum reliability. 
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10. The method in accordance with Claim 1 wherein said network 
comprises the Internet. 

5 11 . The method in accordance with Claim 1 wherein said step of 

providing said second distance metric information comprises transmitting said 
second distance metric information with mapping information, 

12. The method in accordance with Claim 11 further including the step 
10 of publishing said second distance metric information to a server providing DNS 

mapping information. 

13. The method in accordance with Claim 1 wherein said first distance 
metric information comprises at least one first and at least one second metric, 

15 and including the step of obtaining a first distance from said at least one first and 

second metric information. 



14. The method in accordance with Claim 13 wherein said step of 
obtaining said first distance comprises manipulating said at least one first and 

20 second metric information with a composite metric function in which one or 
more of said metrics are given greater weight than another. 

15. The method in accordance with Claim 1 wherein said second 
distance metric information comprises at least one first and at least one second 

25 metric, and including the step of obtaining a second distance from said at least 
one first and second metric information. 
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16. The method in accordance with Claim 15 wherein said step of 
obtaining said second distance comprises manipulating said at least one first and 
second metric information with a composite metric function in which one or 
more of said metrics are given greater weight than another. 

5 

17. A computer program product comprising: 

a computer usable medium having computer readable program code 
embodied therein for determining an approximate distance between two points 
on a network comprising: 

10 computer readable program code configured to cause a computer to 

select at least one reference point of said network; 

computer readable program code configured to cause a computer to 
obtain first distance metric information associated with at least one path 
associating said first point and said at least one reference point; 

15 computer readable program code configured to cause a computer to 

obtain second distance metric information associated with at least one path 
associating said second point and said at least one reference point; and 

computer readable program code configured to cause a computer to 
determine a first set of total approximate distance information for paths 

20 associating said first point and said second point based on said first and second 
distance metric information. 



18. The computer program product in accordance with Claim 17 
wherein said computer readable program code is configured to obtain third 
25 distance metric information associated with at least one path associating at least 
one third point and said at least one reference point. 
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19. The computer program product in accordance with Claim 18 
wherein said computer readable program code is further configured to 
determine second total approximate distance information for paths associating 
said first point and said at least one third point based on said first and third 
5 distance metric information. 



20. The computer program product in accordance with Claim 19 
wherein said computer readable program code is further configured to select a 
point from a group of said second and at least one third point, said selected point 
10 associated with a shortest total approximate distance from said first and second 
total distance information. 



21. The computer program product in accordance with Claim 19 
wherein said computer readable program code is configured to cause a 
15 computer to obtain first distance metric information with a composite function 
using at least two different distance information metrics. 



22. The computer program product in accordance with Claim 19 
wherein said computer readable program code is configured to cause a 
20 computer to obtain second distance metric information with a composite 
function using at least two different distance information metrics. 
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23. In a system having a first node, a second node and a preselected 
intermediate node, the improvement comprising: 

a generator configured to obtain first distance metric information 
associated with a first node to intermediate node distance and a second node to 
5 intermediate node distance for determining an approximate network distance 
between said first and second nodes. 

24. The system in accordance with Claim 23 wherein said first node 
comprises a client computer and said second node comprises a server. 

10 

25. The system in accordance with Claim 24 including a first generator 
associated with said first node configured to obtain said first node to 
intermediate node distance and a second generator associated with said second 
node configured to obtain said second node to intermediate node distance. 

15 

26. An apparatus for determining an approximate network distance 
between a first point and a second point of a network having one or more 
reference points, comprising: 

means for selecting at least one reference point of said network; 
20 means for generating first distance metric information associated with at 

least one path between a first point and said at least one reference point; 

means for generating second distance metric information associated with 
at least one path between a second point and said at least one reference point; 
and 

25 means for determining a total approximate distance associated with at 

least one path between said first point and said second point based on said first 
and second distance metric information. 
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